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Abgtract . The dliptic curves cryptosysems (ECC) isthe mog popular public key cryptosysems a present. The hypereliptic
curve cryptosysems (HCC) is a generdization of ECC and the sudy of HCC has been paid nore and nore attention by people in re-
cent years. This paper surveys the development and stuation of HCC and presents some problems urgenthyneeded to be slved in the
theory and inplementation of HCC.

Key words: hyperdliptic curve cryptsydems;jacobian; HCDL P

1 , , ,
1976  Diffie Hdlman )
. Diffie- Hellman ’
. G n ,a !
G . G b, . HCC ,
x,0<x=<n-1, a = b(
). G Jacohian ,
[1.2]
Jacobiant® |
(ECDLP) : BOC -
,  Ned kobitzZt?  Victor Miller!? 80
, ) ECC
ECDL P( ),
10 , '
Ned Koblitz® 1989
(HCO) , Jacobian
. Cantor 141 Jacobian 2.1 Jacobian
, HCC [3 6]. Fq . Fq
DSA HGamd , _ Fpo g (

:2001-04-16; :2001-07-13
: 973 (No. G1999035804)



127

HC) :
C:vV+ h(uv="f(u) (1
f(u) 2g+1 Ryl u] ,h(u)
g Flul , (u,v) Fq
X Fq vV + h(u) v="f(u) 2v+ h
(=0 H(wv-f"(u =0( ,
). Ff Fy ,C R~
C(F (1) P=(u,v) F
X Fgn 0 P=
(u,v) c P P=
(u,- v- h(u)),0=0.C D=
> pmpP, mp , mp D
(degree) deg D= Y pmp. D=0(D), YW Ga
(FY Fy) (F  Gdois ), D o'
Fq Dc ( Fg")
0 DP (R De( Ry
, G(u,v) Fglu,v] div( G(u,
V) = Yporde(G) P- 3 porde(G) o, ordr ( G) P
G(u,v)/ H(u,v) s div
(G(u,v)/ H(u,v)) = div(G(u,v)) - div(H(u,v)),
Pc( Fy) .
0, Pc (R D (R
D (FM)/ Pc( Ry C Fo Jacohian, J
(C; Fy).
(Semi- Reduced)
. k (
). k.
k=g . C Jaohian J
(C; R Fq .J(C; Ry
J(C; R
J(C; F)
Jacobian
( )
[7,8].
2.2 Jacobian
g C Fe ( a=
P, F  Jaoobian ., Ned Koblitz®
Cantor! ! :C  Jacohian D=ymPR- (Y
m;) oo ( >mi=g,R=(x,¥) Fer[ u]

ab
(1) deg b<deg a=g,(2

a(uy =T(u-x)", ab
m#0  i,b(x)=y,(3)

+ hb- f=0(hod a). D=g. c. d. (div(a(u)) ,div(b(u) - v))

, D=[a,b]. Di=yYmPR- (Ym) o
Do=YnPR-(Yn) o g c d g.c. d. (Dy,Dp) =
Smn(m,n) P- (Y mn(m,n)) oo.
Jaobian
1 Jacohian
Jacobian Di=[a,b],D2=][ &, be]

:Dz=[ag, 3] =D1+ D2

D d=ged(a, &, b+ p+h) =sa+sa+s(h
+b+h),
2 a=aal &£,
(3 b=(siaab+sab+s(bhbh+f))/ dhod a).
(4 as=(f- bh- )/ a,bs=(- h- bnod as,
(5 deg a3 > g, a=a,b=hs, 4)
®)c a a=c tas,
(7) (e, bs).
2 Jaobian
:Jacobian Di=[a,l],

‘D2=[a&,lp] =D1+ D

(D d=ged(a;,2by + h) = span + s3(2by + )
@) a=ai dp,b= (25 + I +f)/ d(mod a).
(3 a=(f-bh- )/ a,bb=(- h- bynod a,
(4 deg & > g, a=a,b=by, 2,
Bc @ @=cla,
(6) (a2, bp).
Cantor!”!
Lagrange Andreas Enge
Andreas Enge [9]
. R
(g=p)):
p#2,9 17¢°+59- 7+1 0(g®) | 32g+3+V q0(g?)
pz2.q 17¢°+69- 4+ o0( )| 3/2g+7/2+1 gO(
p=2,g 14¢°+6g- 6+1/ q0(g)| 3/2g+2+1 qO(g)
p=2,g 14g*+g-3+1 (g | 32g+5/2+1 qO(d
R (g
= pr):
pz2, g 162 +7g- 6+ O(¢®) | 32g+2+1 ©O(P
p#2.9 167 +8qg-3+1 0(g®) | 329+5/2+1 O(d
p=2,h=1,g 7¢+3g-3+1 () | V2g+2+1 ()
p=2.h=1,g 7P +4g+1 () 12g+5/2+1 ()
p=2,h=u,g U?+4g-3+1 O(g®) | V2g+3+1 ()
p=2,h=u,g 1P+59+1 O(P V2g+7/2+1 ()

J(C; F) D

J(CRM( JI(C RN



128 2002

n ) ) m< # J(C; Ry) ( , Wl [10] , 3
m<n, mD=D+D+ +D. (1) #C(FY: (2 #J(C; F); (9
J(C; F) (HCDLP) : C  Fobenius P(T). 3
Fe o J(CH R D1 D, m, Loy, O, P(T=0 , #C(F) =1-
Do = mD4 ( m ). 29 2g
2.3 Frobenius ‘ZGH o, #3(C; Fy) = iE|(1-ow).
Fq ,Eq L C:V+ h(u) v Fq Jacobian ,
=f(u) Fa g R g=2 #J(C;F) =U2# C(F)*+1U2# C(Fy) - q.
Fy n . Frobenius (P Fg »Fq, X > ’ Jacobian
x4 Jacobian : .
$:3(C; Fy) -J(C; Fy (a) Wl ;
D=E Zmp mod Pc(Fq) —¢(D) =[ Zmpd’( P)J nod Well Well
Pc(Eq)
P=(x,y),¢(P) = (x*,y9); P=o,d(P) = : :
o0, ( Jacobian
D J(C;Fp) ,D=[a(u),b(v)],a ). ,
) ) [3,11 13]
(W =Y%oad FPLul,b(u) = 3obd Fplu]l, ¢(D) -
=[%(a(u) , $(b(w)]=[ Tkoald, T Kobiu]. () Schoof
L3(C; Fy) Frobenius Sehoof ' Jacobian
) 29 . g=2 , . ,
Fq Jacobian  Frobenius : Schoof ]
PN =T- s9T+5T- sqT+ , Ademan,
s=q- (M- D .5=(Me-1- ¢+, My M, Hend™ RIS - Sphodf
F Fo Fo : ,
( ). D J(C;F), ¢#(D)- (g=1) ,Atkin Bkies Schoof
s#(D) + £¢#(D) + (D) = . o SEA
,Gaudry  Harley!* ,
3 Shd p=10" +51 GF(p)
Jaocobian 2
, . (o
Hoe Diffie- Hellman Frey  Spallek™
DA HGamd . Diffie- Hell- 2 :
man . [19] , ’A.Weng[ZO] eV
Diffie- Hellman , ) )
Alice  Bob
cC:V+h(uv=f(u),# J(C; Fy) = nh,n (d) Well Decart
160hit ( ), h=1 " 2 , P. Gaudry ,F.
160/ g hit ,D J(C;F") n . Hess N. P. Smart®!
(1) Alice X, X=xD, X , Well
Bob; (2) Bob y, Y=yD,
Y Alice; (3) Alice K= xY; (4) Bob K= yX. , ,
K= xyD, Alice  Bob [22] ,
K .
4 Jacobian (9 - .
Xo(N) , Jaoohian
. Muller®!

C:V+ h(uv=rf(u) Fpo g \



129
' &= &, b = bo.
; k<#G+1, k=k+1, (D).
5 4 M (e).
(5 d=- (Y aad/ (Y ba) mod n. 0,
(2.
o(d+g! q. :
! HODLP 9>4 pollard- Rfo
HCDLP pollard Rip (1,
' G 1 2 3 4 5 6 7
s HO]_ P Rho ql/ 2 q q3/ 2 qZ qSI 2 q3 q7l 2
, (=4) Index i i i i i i i
HCDLP
o HCDLP ' :Frey  Ruck!® Tae
' MOV
’ ' ( R ).
; Shanks RPohlig Hellman ;Rol- .
lard-Rfo ; GF(p) Jacohian p
’ ' Frobenius 1 SSA
Index ., Ruckl”
n : . .
AdemanDeMarrais Huang! ™! 1994 , il Jacobian Wil Decart
- Cl
frekian Frey' 2! Srart [21,29]
. D=[u,v], u ) ' _
F D Jacobian . Gdbrath Smart . Wl
! ’ ’ o (3]
D:[U,V] [Ui,Vi] , U u g>1 Jaocobian .
s [31] Wil
S.1- (s=1) | uR Descert , GF(d" Y+ xy=f(x)
S Wel Descent
G (factor bads) , : (1) Weil Descent
index ; (2)
. Index ’ ,Weil Descent 0.
Eurocrypt 2000, P. Gaudry'® 6
Index
P. Gaudry ,
:(H Hash ) HCC ,
: Fq g Dy, ) )
HCDSA (DA )
n, D2, r.
g D, = d; RA . HP N. Smart!®!
(1) ( 0 F 1 GF(2") Y +y=1(x HCDSA
UV [u,v] Pentium Po334MHz ~ \Windows NT Microsift Vi-
g=[u,u] G ( sd C+ + ECDSA  HCDSA ( ),
) . MS, p 2161
2 ( walk )i 1 o, [1, ,n] — — - —
W B 0 .= A0 ()
a’ ,b", ™ :=aV D1+ bV Dy, [1, ,n] ECDSA o) 5 o
2. b, Roi = aoDi+ oD, HODSA g=5 GF(2%) 18 7
k=1 HODSA g=6 GF (2% 26 %8
() (a) j=H(R) ,Ro: = Ry + T(j),aozao+ ath HCDSA g=7 GE(2%) 40 156
mod n, by = b+ b mod n. , Ro=[ (2, Yasuyuki Seka [11,12,33] GF(2")
w(2)] : GF(p  HCC
(b F W(2) , G , Ho

M:(mk) ,RkZZmikgi.




[10]

www. meth. uni-augsburg. de/  enge/ Publikationen. htmi .
Robin Hartshorne. Algebraic Geometry [M]. GIM 52 ,Soringer-Verlag ,

130 2002
Jacobian New York 1977.
Jaoobian [11] Y Ska ,K Sskurai ,H Ishizuka. Secure hyperdliptic cryptosysems and
their peformance [A]. In PKC, Editors H. Ima and Y. Zheng,
' Sringer-Verlag, LNCS 1431 [C] ,1998:164 - 181.
[12] Y Ska ,K Sakurai. Desgnd hyperdliptic cryptosygemsin smal char-
7 acterigic and a sftware inplementation over F(2") [A]. In AS-
ACRYPT 98, Editors K. Ohtaand D. Pei ,Springer-Verlag,, LNCS 1514
’ [C] ,1998:80 - 94.
! ! [13] C Qunther,T Lange,A Sein. Seeding up the arithmetic on koblitz
Ademen  Huang e curves of genus two [ R] . Techn. Report CORR # 2000-04 , University
; (1 of Waterloo (2000) ,22 pages. http :/ / waw. cacr. meth. uwaterloo. ca.
: (61 [14] R Shoot. Hliptic curves over firite fidds and the computation of
, square roots mod p [J]. Math. Gonp. ,1985 ,44:483 - 494.
, ECC , [15] L Ademan,M Huang. Gounting rationd points on curves and abeian
varieties over finite fidds [A]. In ANTS2:,LNCS 1122 [C],
Soringer-Verlag ,1996:1 - 16.
’ / [16] J Ala. Frobenius mepsd abdlian varieties and finding roots of unity in
finite fields [J]. Math. Conp. ,1996 ,55(192) :745 - 763.
' [17] Herrick Gaudry ,Robert Harley. Gounting pointson hyperdliptic curves
HoC ' over finite fidds [ R]. http ://www. cs. bris. ac. uk/ Tools' Reports/
® Jaoobian ( Fobenius Abstract/ 2000-gaucry. htm
P(T) , [18] A -M Sdlek. Kurven vom geschiecht 2 und ihre anwendung in public
® Jaoobian ; key - kryptosygemen [D] . PhD thed's,Uriversitat Essen ,1994.
® Jacobian , [19] Jinhui Cheo, Kazuto Matsuo ,Shigeo Tsujii. Fast condruction of secure
; logarithm problems over Jacobian varieties [A] . in Informetion Security
®Jacobian  Weil Decant : for Qoba Irformetion Irfragructures [ C] ,461 - 470 ,Shan Qing and
® Jan H. P. (Eds) ,IFIP TG-11 Working Qorference on Irformetion Secu-
rity ,Aug. 22 - 24 ,2000. Beijing ,China. Kluwer 2000.
[20] Annegret Weng. Gongructing hyperdliptic curves of genus 2 sitable
for cryptogrgphy. http :/ / www. exp-meth. uni-esen. de/  weng/ .
[1] N Koblitz. Bliptic curve cryptosysems [J]. Math. Gonp. 1987, 48 [21] P Gudy,F Hess,N P Srart. Gondrudive and desructive facets of
(177) :203 - 209. well descert on dliptic curves [ R]. http://www. cs. bris. ac. uk/
[2] V SMiller.Us d dliptic curve in cryptography [A]. In CRYPTO 85 Tools/ Reports/ Abstract/ 2000 gauchy. hem.
(Sarta Barbera Calf. ,1985) |LNCS. 218 [C] Spring Verlag. 1986: | 51 ' Gyyaith, Linitation of contructive weil despert , tp -/ / ww.
417 - 426. cs. bris.ac. uk/  denve.
[3] N koblitz. Hyperdlliptic cryptography [J].J.of Oypto. 1989.1(3) © 531\ Muler. Algprithmische konstruktion hyperdiliptischer kurven mit
139- 1%0. kryptographi scher rdlevanz und einem endonrorphisenring echtgrosser
[4] D G Caror. Gnputing in the jacobian of a hyperdliptic curve [J]. dsZ [D]. Pha-Thes's,Universtat Esen ,1996.
Math. Gomp. 1987 ,48:95 - 101. [24] L Ademen J DeMarrais,M Huang. A subexponential adgprithmfor dis:
[5] N Koblitz. Algebraic Agects o Cryptography [M]. Algorithms and crete logarithms over the rationdl subgrowp of the jacobians of large
Gomputation in Meth. 3, Springer-Verlag 1998. genus hyperdliptic curvesover finitefidds [A].in ANTS 1 LNCS877
[6] Munford D. Tata Lectures on Theta Il [M]. Birkhauser-Verlag, [C] ,Springer-Verlag ,1994:28 - 40.
Bosion. 1984. [25] P Gaudry. An dgprithmfor olving the discrete log problemon hyperel-
[ 7] Paus Ruck,H -G Red and imeginary quadrdtic represertations of liptic curves [A]. In B. Prened (ed.) , Eurocrypt 2000 ,LNCS 1807
hypereliptic function fieds logarithms [J]. Math. Conp. ,1999 ,68: [C] ,Springer-Verlag ,2000:19 - 34.
1233 - 1241. [26] Frey G,Riick H. A remerk concerning nrdividhility and the discrete
[8] A Sein. Shap upper bound for aithmetics in hyperdliptic function logarithm in the divisor dlass group of curves [J]. Math. Gonp ,1994
fidds [ R]. Techn. Report CORR # 99-23, Universty of Waterloo 62:865 - 874.
(2000) ,68 pages. hitp :/ / wwwy. cecr. meth. uwaterloo. ca. [27] H G Ruck. On the discrete logarithms in the divosor dass gowp of
[ 9] Andreas Enge. The extended eudidian agorithm on polyromids,and curves [J] . Math. Gonp. ,1999 ,68:805 - 806.
the computationd eficiency of hyperdliptic cryptosysems. http:// [28] GFey. Howto digguise an dliptic curve [A]. Tdk a ECC 98 ,Water-

loo [ C],1998. hitp:// cacr. meth. uwaterloo. cal corferences’ 1998/
ecc98/ dides. htrr .



131

[29]

[30]

[31]

[32]

[33]

[34]

SD &braith ,N P Smart. A cryptogrgphic gpplication of Weil descent
[A]. Proceedings Oryptogrgphy and Qoding ,Soringer LNCS 1746 [C]
1999:191 - 200.

SD braith. Well descent of Jacobians [COL] ,http :/ / www. cs. bris.
ac.uk/  denve.

Fanggw Zhang , Yumin Wang. An andysgsd well descent attack on the
hypereliptic curves di<crete logarithm. Accepted by ChinaCrgpt’ 02.
Srart N. On the pefformance of hyperdliptic cryptosygems [A]. In
BUROCRYPT 99, Editors J. Sern , Soringer-Verlag LNCS 1592 [ C] ,
1999:165 - 175.

Yasuyuki Seka , Kouichi Sakurai . On the practicd performance of hy-
perdliptic curve cryptosysems in sftware inplementation [J]. IEICE,
2000 ,4: E83-A.

L Ademan ,M Huang. Primdlity tesing and Abdlian Varieties over H-
nite Felds [M]. Lecture Notes in Mathemetics 1512 , Soringer-Verlag ,

berlin ,1992.

[35] D Le Brigand. Decoding of codes on hyperelliptic curves [A]. BEur

rocode 90 LNCS 514 [ C] ,Springer-Verlag ,1991:126 - 134.

[36] H W Lendra,J Ala,C Pomerance. A hyperdliptic smoothness teg. |

[A]. Priloophicd Transactionsdf the Royd Sciety of London A [C] ,
1993 ,345:397 - 408.

1972 12
,1999

. 1996

2002 IT

“ 2002 2001

12 28

“ 2002

200



